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CALIFORNIA PRIVACY POLICY 

Barton Mutual Insurance Company 
Last Updated: May 7, 2020 
 

INTRODUCTION 
 

Barton Mutual Insurance Company (also referred to herein as “we,” “us,” and “our”) supplements the information contained in its Privacy Policy with this 

California Privacy Policy (the “Policy”) which applies solely to visitors, users, consumers, and others who reside in the Sta te of California (“consumers” or 

“you”).  We adopt this Policy to comply with the California Consumer Privacy Act of 2018 (“CCPA”) and other California privacy laws.  Any terms defined 
in the CCPA have the same meaning when used in this Policy.  This Policy will provide you with a comprehensive description of  our practices regarding 

the collection, use, disclosure, and sale of personal information of California residents and of the rights you have regarding your personal information. 
   

NOTICE AT COLLECTION 
 

For the purposes of the CCPA, we may collect the categories of personal information listed in the chart below:   
 

Category of Personal Information Description 

Identifiers Examples: Real name, alias, postal address, unique personal identifier, online identifier, Internet Protocol (IP) 
address, email address, account name, social security number, driver’s license number, passport number, or 

other similar identifiers   

Categories of personal information 

described in the California Customer 
Records statute 

Examples: Name, signature, social security number, physical characteristics or description, address, 

telephone number, passport number, driver’s license or state identification card number, insurance policy 
number, education, employment, employment history, bank account number, credit card number, debit card 

number, or any other financial information, medical information, or health insurance information 

Characteristics of protected 
classifications  

Examples: Age (40 years or older), race, color, ancestry, national origin, citizenship, religion or creed, marital 
status, medical condition, physical or mental disability, sex (including gender, gender identity, gender 

expression, pregnancy or childbirth and related medical conditions), sexual orientation, veteran or military 
status, genetic information (including familial genetic information). 

Commercial information Examples: Records of personal property, products or services (work, labor, and services, including services 

furnished in connection with the sale or repair of goods) purchased, obtained, or considered, or other 
purchasing or consuming histories or tendencies 

Biometric information Examples: An individual’s physiological, biological or behavioral characteristics, including an individual’s 

deoxyribonucleic acid (DNA), that can be used, singly or in combination with each other or with other 
identifying data, to establish individual identity 

Internet or other electronic network 

activity information 

Examples: Browsing history; search history; internet service provider (ISP); type of computer; operating 

system; type of web browser; URLs of any referring or exited webpages; information about your interaction 
with the Site or advertisements on it; data about which pages you visit; and the date and time of your visit 

Geolocation data Examples: Location data automatically collected during use of the website; location data provided when 

locating stores; shipping and billing information; zip code 

Sensory data  Examples: Audio, electronic, visual, thermal, olfactory, or similar information; call center recordings and 
electronic communications with us 

Professional or employment-related 

information 

Examples: Work history, experience, and references 

 

Business or Commercial Purposes: We use the categories of personal information listed above to provide our products and services to you, to operate, 
manage, and maintain our business, and to accomplish other business and commercial purposes, including the following:  

 Provide you with information or services that you request from us;  

 Manage our relationship with you;  

 To fulfill or meet the reason for which the information is provided, such as underwriting, reinsurance, claims administration, and compliance;  

 To carry out any obligations and enforce our rights arising from any contracts between us, including billing and collections;  

 To provide customer service;  

 Allow you to contact us and facilitate your communication with us;  

 Respond to your feedback, requests, questions, or inquiries;  

 Operate our website(s);  

 Detect fraud and prevent loss;  

 As necessary or appropriate to protect the rights or property of our clients or others;  

 Operate our business; and 

 As otherwise described to you when collecting your personal information. 
 

Other Processing Activities: As permitted by applicable law, we may use all of the personal information that we collect in order to:  

 Comply with federal, state, or local laws;  

 Comply with a civil, criminal, or regulatory inquiry, investigation, subpoena, or summons by federal, state, or local authorities;  

 Cooperate with law enforcement agencies concerning conduct or activity that we, a service provider, or a third party reasonab ly and in good 
faith believe may violate federal, state, or local law;  

 Exercise or defend legal claims; and 

 Collect, use, retain, sell, or disclose consumer information that is deidentified or in the aggregate consumer information.   
 

Additional Data Collection and Uses:  We will not use your personal information for a purpose materially different than those disclosed in this notice at 
collection.  If we seek to use personal information previously collected from you for a purpose materially different than wha t was previously disclosed to 

you in this notice at collection, we will directly notify you of this new use and obtain consent from you to use it for this new purpose.  
 

Exclusions from Personal Information: Personal information does not include:  

 Publicly available information from federal, state, or local government records;  

 Consumer information that is deidentified;  

 Consumer information that is aggregated;  

 Information excluded from the scope of the CCPA including, but not limited to:  
o Personal information collected, processed, sold, or disclosed pursuant to the Gramm-Leach-Bliley Act (GLBA); or 

o Personal information bearing on an activity involving the collection, maintenance, disclosure, sale communication or use of such 
information by an agency, furnisher, or user subject to regulation under the Fair Credit Reporting Act (FCRA). 
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CALIFORNIA CONSUMER RIGHTS 

DATA PRACTICES DURING LAST 12 MONTHS 
 

Personal Information Collected: As described in this Policy, we have collected the categories of personal information listed below during the preceding 

12 months: 

● Identifiers 
● Categories of personal information described in the California Customer Records statute 

● Characteristics of protected classifications 

● Commercial information 

● Internet or other electronic network activity information  

● Geolocation data 

● Audio, electronic, visual, thermal, olfactory, or similar information 

● Professional or employment-related information 
 

Categories of Sources: The categories of sources from which we collect the personal information identified in this Policy are as follows:  

 The consumer;  

 Applicants or agents such as the information submitted on applications and administrative forms;  

 Consumer reporting agencies and third-party databases;  

 Health care providers;  

 Health plans, group policy holders, and benefit plan administrators;  

 Reinsurers;  

 Government agencies;  

 Customer service and client communications;  

 Activity on our websites;  

 Third parties that help us process or service transactions you request;  
 

Personal Information Disclosed for a Business Purpose:  We have disclosed for a business purpose the categories of personal information listed 

below during the preceding 12 months:  

● Identifiers 
● Categories of personal information described in the California Customer Records statute 

● Characteristics of protected classifications 

● Commercial information 

● Internet or other electronic network activity information  

● Geolocation data 

● Audio, electronic, visual, thermal, olfactory, or similar information 

● Professional or employment-related information 
 

We have disclosed each category of personal information to the following categories of third parties: (1) corporate parents, subsidiaries, and affiliates; (2) 

advisors (accountants, attorneys); (3) investors; (4) service providers (reinsurers, Medicare reporting agencies, independent adjusters, cause and origin 

experts, banks and other financial institutions, data analytics, data storage, mailing, marketing, payment processing, website and platform administration, 
technical support, security monitoring); (5) operating systems and platforms; and (6) internet service providers.   
 

Personal Information Sold: We do not sell your personal information, have not sold any personal information within the preceding twelve (12) months, 
and will not sell your personal information unless we modify this Policy and take additional steps as may be required under the CCPA.  
 

CALIFORNIA CONSUMER RIGHTS 

DO NOT SELL MY PERSONAL INFORMATION 
 

Under the California Consumer Privacy Act (CCPA), you have the right to direct us to stop selling your personal information to third parties and to refrain 

from doing so in the future.  For purposes of the CCPA, we do not and will not sell personal information as defined under applicable law.   
 

CCPA REQUESTS TO KNOW AND REQUESTS TO DELETE 
 

The CCPA gives consumers the right to request that we (1) disclose what personal information we collect, use, disclose, and sell, and (2) delete certain 

personal information that we have collected or maintain.  You may submit these requests to us as described below, and we honor these rights where they 
apply. 
 

However, by way of example, these rights do not apply where we collect or sell a consumer’s personal information if: (1) we collected that information 
while the consumer was outside of California, (2) no part of a sale of the consumer’s personal information occurred in Califo rnia, and (3) no personal 

information collected while the consumer was in California is sold.  In addition, de-identified information is not subject to these rights.   
 

These rights also do not apply to personal information collected or disclosed under certain exemptions under the CCPA.  This includes, but is not limited 

to, personal information collected or disclosed pursuant to the Gramm-Leach-Bliley Act (GLBA), the Fair Credit Reporting Act (FCRA), or information 
reflecting a written or verbal communication or transaction between us and a consumer, where the consumer is a natural person who is acting as an 

employee, owner, director, officer, or contractor of a company, partnership, sole proprietorship, non-profit, or government agency and whose 

communications or transaction with us occur solely within the context of us conducting due diligence regarding, or providing or receiving a product or 
service to or from such company, partnership, sole proprietorship, non-profit, or government agency.  Therefore, privacy rights such as the Request to 

Know and Request to Delete do not apply to personal information collected or disclosed pursuant to these exemptions. 
 

If a request is submitted in a manner that is not one of the designated methods for submission, or if the request is deficient in some manner unrelated to 

our verification process, we will either (1) treat the request as if it had been submitted in accordance with the designated manner, or (2) provide you with 
specific directions on how to submit the request or remedy any deficiencies with the request, as applicable.  
 

Request to Know 
 

As described below, you have the right to request: (1) the specific pieces of personal information we have collected about you; (2) the categories of 

personal information we have collected about you; (3) the categories of sources from which the personal information is collected; (4) the categories of 
personal information about you that we have sold and the categories of third parties to whom the personal information was sold; (5) the categories of 

personal information about you that we disclosed for a business purpose and the categories of third parties to whom the personal information was disclosed 
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for a business purpose; (6) the business or commercial purpose for collecting, disclosing, or selling personal information; and (7) the categories of third 

parties with whom we share personal information.  Our response will cover the 12-month period preceding our receipt of a verifiable request. 
 

Submission Instructions.  You may submit a request to know via: (1) our toll-free telephone number 1-800-455-1646 or (2) by email to 

privacy@bartonmutualgroup.com.   
 

Verification Process.  We are required by law to verify the identities of those who submit requests to know, and our verification process is describ ed in 

detail below.  We will inform you if we cannot verify your identity. 

 If we cannot verify the identity of the person making a request for categories of personal information, we may deny the request. If the 
request is denied in whole or in part for this reason, we will provide a copy of, or direct you to, our privacy policy. 

 If we cannot verify the identity of the person making the request for specific pieces of personal information, we are prohibi ted from 
disclosing any specific pieces of personal information to the requestor.  However, if denied in whole or in part for this reason, we will 
evaluate the request as if it is seeking the disclosure of categories of personal information about the consumer.  

 If there is no reasonable method by which we can verify the identity of the requestor to the degree of certainty required, we will state 
this in our response and explain why we have no reasonable method by which we can verify the identity of the requestor.  

 

Response Process. Upon receiving a request to know, we will confirm receipt of the request within 10 business days and provide information about how 

we will process your request. The information provided will describe our verification process and when you should expect a response from us (unless we 

have already granted or denied the request).  In general, we will respond to the request within 45 calendar days from the day we receive it; but, if necessary, 
we may take up to an additional 45 days to respond to your request.  If an extension is needed, we will notify you of the extension and explain the reasons 

that responding to your request will take more than 45 calendar days. 
 

Once verification is complete, we will associate the information provided by you in the verifiable consumer request to any personal information previously 

collected by us about you.  We will promptly take steps to disclose and deliver, free of charge to you, the information requested.  We will provide an 
individualized response to requests regarding categories of personal information as required by applicable law; but, we may refer you to our general 

practices outlined in this Policy when our response would be the same for all consumers and all the information that is otherwise required to be in a 

response is presented here. 
 

If you do not have a password-protected account with us, we may respond to a request to know related to household personal information by providing 

aggregate household information.  If all consumers of a household jointly request access to specific pieces of personal information for the household, we 
will comply with the request if we can verify the identity of each consumer. 
 

Delivery. Except as otherwise provided by applicable law, the information will be provided in writing and may be delivered through yo ur account with us.  

If you do not maintain an account with us, we will respond by mail or electronically (at your option) in a portable and, to the extent technically feasible, 

readily-useable format that allows you to transmit the information to another entity.  Alternatively, we may offer a secure self -service portal for consumers 
to access, view, and receive a portable copy of their personal information.  If we do not take action on your request, we wil l, without delay and, at the latest, 

within the time period permitted for our response, inform you of the reasons that we did not take action and any rights you may have to appeal the decision.  
 

Limitations. We are committed to responding to requests to know in accordance with applicable law.  However, your rights are subject to the following 

limitations: 

 We are only required to respond to requests to know twice in a 12-month period. 

 We are prohibited from disclosing Social Security numbers, driver’s license numbers, other government-issued identification 
numbers, financial account numbers, health insurance numbers, medical identification numbers, account passwords, security 
questions and answers, or unique biometric data generated from measurements or technical analysis of human characteristics.   

 

Denials. If we deny a verified request to know specific pieces of personal information, in whole or in part, because of a conflict with federal or state law, or 

an exception under applicable law, we will inform the requestor and explain the basis for the denial.  If the request is deni ed only in part, we will disclose 

the other information sought by the consumer. 
 

Request to Delete 
 

You have a right to request the erasure/deletion of certain personal information collected or maintained by us.  As described below, we will delete your 
personal information from our records and direct any service providers (as defined under applicable law) to delete your personal information from their 

records. 
 
Submission Instructions:  You may submit a request to know via: (1) our toll-free telephone number 1-800-455-1646 or (2) by email to 

privacy@bartonmutualgroup.com.  We may present you with the choice to delete select portions of your personal information, but a global option to delete 
all personal information will be offered and more prominently presented. 
 

Verification Process.  We are required by law to verify the identities of those who submit requests to  delete, and our verification process is described in 

detail below.  We will inform you if we cannot verify your identity.   

 If we cannot verify the identity of the person making a request to delete, we may deny the request.  We will, however, treat the request 
as a request to opt-out of sales of personal information. 

 If there is no reasonable method by which we can verify the identity of the requestor to the degree of certainty required, we  will state 
this in our response and explain why we have no reasonable method by which we can verify the identity of the requestor. 

 

Response Process. Upon receiving a request to delete, we will confirm receipt of the request within 10 business days and provide information about how 

we will process your request.  The information provided will describe our verification process and when you should expect a response from us (unless we 
have already granted or denied the request).  We will use a two-step process for online requests to delete in which you must first, clearly submit the request 

to delete and then second, separately confirm that you want your personal information deleted.  In general, we will respond to the request within 45 days 
from the day we receive it; but, if necessary, we may take up to an additional 45 calendar days to respond to your request.  If an extension is needed, we 

will notify you of the extension and explain the reasons that responding to your request will take more than 45 calendar days. 
 

Once verification is complete, we will take one of the following actions: (1) permanently and completely erase the personal information on our existing 

systems (with the exception of archived or back-up systems); (2) de-identify the personal information; or (3) aggregate the consumer information.  For 
personal information stored on archived or backup systems, we may delay compliance with your request to delete for that data until the archived or backup 

system relating to that data is restored to an active system or next accessed or used for a sale, disclosure, or commercial purpose. 
 

If you do not have a password-protected account with us, we may respond to a request to delete related to household personal information by providing 

aggregate household information.  If all consumers of a household jointly request deletion for the household, we will comply with the request if we are able 

to verify the identity of each consumer. 
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Delivery.  In our response to you, we will inform you of whether or not we have complied with your request.  We will also inform you of our obligation to 

maintain a record of the request under California law. 
 

Limitations.  We are committed to responding to requests to delete in accordance with applicable law.  However, we are not required to d elete your 

personal information if it is necessary for us (or our service providers) to maintain your personal information in order to: 

 Complete the transaction for which the personal information was collected;  

 Fulfill the terms of a written warranty or product recall conducted in accordance with federal law; 

 Provide a good or service requested by you, or reasonably anticipated within the context of our ongoing business relationship  with you; 

 Otherwise perform a contract between us and you; 

 Detect security incidents, protect against malicious, deceptive, fraudulent, or illegal activity; or prosecute those responsible for that 
activity; 

 Debug to identify and repair errors that impair existing intended functionality;  

 Exercise free speech, ensure the right of another consumer to exercise his/her right of free speech, or exercise another right provided 
for by law; 

 Comply with the California Electronic Communications Privacy Act; 

 Engage in public or peer-reviewed scientific, historical, or statistical research in the public interest that adheres to all other app licable 
ethics and privacy laws, when our deletion of the information is likely to render impossible or seriously impair the achievement of such 
research, if you have provided informed consent; 

 Enable solely internal uses that are reasonably aligned with your expectations based on your relationship with us; 

 Comply with a legal obligation; and 

 Otherwise use the personal information, internally, in a lawful manner that is compatible with the context in which the information was 
provided. 

 

Denials.  If we deny your request, we will (1) inform you that we will not comply with the request and describe the basis for the denial; (2) dele te the 

personal information that is not subject to the exception; and (3) not use the personal information retained for any other purpose than provided for by the 

applicable exception(s). 
 

Verification Procedures 
 

To determine whether the individual making the request is the consumer about whom we have collected information, we will veri fy your identity by matching 
the identifying information provided by you in the request to the personal information that we already maintain about you.  As a part of this process, you 

will be required to provide your name, policy number, property address, telephone number, and insurance agency on the policy.   
 

If we cannot verify your identity based on the information already maintained, we may request additional information from you.  We will try to limit the 

information collected, and we will only use this information to verify your identity and for security or fraud-prevention purposes.  Except as required by law, 
we will delete any new personal information collected for the purposes of verification as soon as practical after processing the request. 
 

We require different levels of authentication based upon the nature of the personal information requested. A more stringent verification process is applied 

when (1) sensitive or valuable personal information is involved, (2) there is a greater risk of harm to the consumer, and/or (3) there is a higher likelihood 
that fraudulent or malicious actors would request the information. 
 

Password-Protected Account. If you have a password-protected account with us, we may verify your identity through our existing authentication practices 

for the account. We will require you to re-authenticate yourself before disclosing or deleting your data.  If we suspect fraudulent or malicious activity on or 

from the password-protected account, we will not comply with the request until further verification procedures determine that the request is authentic and 
that the consumer making the request is the person about whom we have collected information.  
 

Request to Know Categories. For a request to know categories of personal information, we will verify the identity of the consumer making the request to a 

“reasonable degree of certainty” by matching at least two (2) data points provided by the consumer with data points maintained by us, which we have 

determined to be reliable for the purpose of verifying the consumer. 
 

Request to Know Specific Pieces. For a request to know specific pieces of personal information, we will verify the identity of the consumer making the 

request to a “reasonably high degree of certainty” by matching at least three (3) pieces of personal information provided by the consumer with personal 

information maintained by us, which we have determined to be reliable for the purpose of verifying the consumer, together with a signed declaration 
under penalty of perjury that the requestor is the consumer whose personal information is the subject of the request. We are required by law to 

maintain all signed declarations as part of our record-keeping obligations. 
 

Request to Delete.  For a request to delete, we will verify the identity of the consumer to a “reasonable degree of certainty” or a “reasonably high degree 

of certainty,” depending on the sensitivity of the personal information and the risk of harm to the consumer posed by unautho rized deletion.  For example, 
the deletion of family photographs and documents may require a reasonably high degree of certainty, while the deletion of browsing history may require a 

reasonable degree of certainty. 
 

Authorized Agents 
 

The CCPA allows you to use authorized agents to make requests on your behalf.  If you use an authorized agent to submit a request to know or request 
to delete, we may require you to: (1) provide the authorized agent with written permission to do so; and (2) verify your identity directly with us.  However, 

we will not require these actions if you have provided the authorized agent with power of attorney pursuant to the California Probate Code.  We may deny 

a request from an agent that does not submit proof that they have been authorized by the consumer to act on their behalf.  
 

In addition to the individual identity verification procedure described above, authorized agents will be required to submit the following written documentation:  
 

Businesses: If the authorized agent is operating as a business, you must provide: (1) a certificate of good standing with your state of  incorporation; (2) 

written authorization document that includes each customer’s name, address, telephone number, and valid email address, signed and dated by each 

consumer authorizing you, as the authorized agent, to act on behalf of each consumer in making the request; and (3) a valid email address for each 
consumer for our direct correspondence with each consumer, including an identity verification process to be conducted by us directly with that consumer.   
 

Individuals: If the authorized agent is an individual, you must provide: (1) a “power of attorney” signed and dated by the consumer and no tarized by a 

notary public naming you as the consumer’s authorized representative, which includes the consumer’s full name and physical California address and the 

consumer’s month/year of birth; (2) if you do not have a power of attorney signed by the consumer, then we require a written authorization document that 
includes the customer’s name, address, telephone number, and valid email address, signed by the consumer authorizing you, as the authorized agent, to 

act on behalf of the consumer in making the request; and (3) a valid email address for each consumer for our direct correspondence with each consumer, 

including an identity verification process to be conducted by us directly with that consumer.   
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Excessive Requests 
 

If requests from a consumer are manifestly unfounded or excessive, in particular because of their repetitive character, we may either (1) charge a 
reasonable fee, or (2) refuse to act on the request and notify the consumer of the reason for refusing the request.  If we charge a fee, the amount will be 

based upon the administrative costs of providing the information or communication or taking the action requested.  
 

CCPA NON-DISCRIMINATION 
 

You have the right not to receive discriminatory treatment by us due to your exercise of the rights provided by the California Consumer Privacy Act.  We 

do not offer financial incentives and price or service differences, and we do not discriminate against consumers for exercisi ng their rights under the CCPA. 
 

HOW LONG DO WE STORE AND USE YOUR PERSONAL INFORMATION? 
 

We will retain and use your personal information for as long as is necessary to fulfill the purposes for which it was collected, to comply with our business 

requirements and legal obligations, to resolve disputes, to protect our assets, to provide our services, and to enforce our agreements. 
 

We take reasonable steps to delete the personal information we collect about you, where we have a legal obligation to do so, if you ask us to delete your 

information, unless we determine that doing so would violate our existing, legitimate legal, regulatory, dispute resolution, contractual, or similar obligations.  
To the extent permitted by law, we may retain and use anonymous and aggregated information for performance reporting, benchma rking, and analytic 

purposes and for product and service improvement 
 

We are required by law to maintain records of consumer requests submitted under the California Consumer Privacy Act and how we responded to such 

requests for at least 24 months.  We only use this information for recordkeeping purposes. 
 

UPDATES AND CHANGES TO THIS POLICY 
 

We reserve the right, at any time and without notice, to add to, change, update, or modify this Policy to reflect any changes to the way in which we treat 

your personal information or in response to changes in law. Should this Policy change, we will post all changes we make to this Policy on this page.  If we 
make material changes to how we treat your personal information, we will also notify you through a notice on the home page of  the Site for a reasonable 

period of time. Any such changes, updates, or modifications shall be effective immediately upon posting on the Site. The date on which this policy was 
last modified is identified at the beginning of this Policy. 
 

You are expected to, and you acknowledge and agree that it is your responsibility to, carefully review this Policy prior to using the Site, and from time to 
time, so that you are aware of any changes.  Your continued use of the Site after the “Last Updated” date will constitute your acceptance of and agreement 

to such changes and to our collection and sharing of your personal information according to the terms of the then-current Policy.  If you do not agree with 

this Policy and our practices, do not access, view, or use any part of the Site. 
 

CONTACT US 
 

For more information, or if you have any questions or concerns regarding this Privacy Policy, wish to exercise your rights, or wish to lodge a complaint 
with us, you may contact us using the information below, and we will do our best to assist you.  
 

By Telephone: 1-800-455-1646 

By Email: privacy@bartonmutualgroup.com 


